Phishing In Free)

.. It Is so easy, let's trick them.
A o = "ﬁ h . =d‘—ﬂ"' “You have won 1 M QR In a raffle:

&GH P RKE ﬂﬂ ﬁSGHﬁR GRGC ERY 2 | your money Is ready to be pald to
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you. Just phone this number 555...°

| need some money, mmm.... Now | will sand It.... Ha Ha Ha

Why not phish someone today
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| recelve an e-mall that says
| hava wona 1M QR In a rafMe.

But | have not joined In a raffle

Ohh, | do not ballave It,
ou will ba a milliner. .

AlL-lawl Read
this for me

it is a trick; they are trying to
phish me. Let's delete It.

Dear um Khamas, We are writing
this letter to Inform you that you
have been chosen to sing In the

National celebration Day. ;
553545434 ' [ P~ Of course, | will call them now

What, | will be so famous
World Wide and Rich \

HERE ARE SOME TIFS TO AVOID PHISHING:

il
- &

3 - Install antivirus software and spam filters into your PC and keep it up-to-date.
cn I'm um Khamas Don't trust offers that seem too good to be true.,
NU NU. Be careful it mlght be phishlng. Do not open an e-mail has been classified as Junk mails unless it is trusted.
Phishing seeks to trick people to gain their Be suspicious about mails that ask for personal or confidential information.
confidential or Pfi"h"ﬂfﬂ information for prnmlsad Do not download an attachment from unknown sender, it may contain viruses.
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Congratulation, Please give me

your Bank Account
Do not respond to suspicious malls.

goods, services, money and more.
Inspect the URL of the wabsite.

What my Bank, OK (355..... Consider security alerts.

Research student : Mariam Al-Hamar (M.K.J.AL-Hamar@Iboro.ac.uk) ' . LougthI'Ollgh

Academic Supervisors : Prof Ray Dawson (R.J.Dawson@Iboro.ac.uk) UnlverSl l y

Dr Lin Guan (L.Guan@|boro.ac.uk)




