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Guidance Notes for Investigators
Using Electronic Methods for Research



The Ethical Advisory Committee has approved the following guidance for investigators regarding using electronic methods for research (e.g. Skype, web forums, Surveymonkey, Facebook etc).


These guidelines are primarily intended to help assure that electronic methods for research are used correctly and ensure the protection of both the investigators and participants in the research.  The current variety and ever increasing development of these types of technologies mean that these guidelines can only be a general guide, but should provide guidance on what is best practice for investigators.

When using an electronic method for research, investigators should ensure that they create a separate account that is used only for the study, to stop their research being linked to their personal accounts on these services.

1. Informed Consent

As in offline research, it is imperative that participants are fully informed of the research they are being asked to participate in, and that they give their consent freely.  The issue with electronic research methods is that the standard way of obtaining informed consent (providing participants with an information sheet and then signing a consent form) is not always possible, though it is worth noting that this is still the preferred way of obtaining consent wherever possible.  Regardless of the methods used, investigators should be advised that consent should always be obtained and a way to be able to record and recall the consent should be ensured.  Parental consent will also always have to be provided when conducting research involving under 18’s.  The following sections give advice on how consent could be obtained using different electronic media. 

1.1 Telephone/Skype Research
In the case of telephone/Skype research, information on the study could be provided on the call, with the investigator asking if the participant is willing to participate at the start.  This confirmation can then be recorded and stored as proof of consent.  Equally, if the participant does not wish to proceed, they can easily end their participation by ending the call.
An alternative suggestion is that the participant is first emailed the information sheet, and arranges for a call to be made to them by the investigator.   The first question during that call is then asking about consent.  The information sheet includes that the call will be recorded.

1.2 Electronic Surveys
In the case of electronic surveys, using tools such as SurveyMonkey, the participant information sheet should be the front page of the survey, and the next page should be an informed consent form.  Completion of this form followed by completion of the survey will show that the participant consents to the study.


1.3 Web Forum Investigations
In the case of web forum investigations, where the investigator will simply observe the forum and not participate, the first stage in obtaining consent should be to request allowance to use the forum from the forum moderators.  Once the moderator has consented to this, the participant information sheet should take the form of a forum post, which allows forum users to read and comment on what research will be taking place.  The investigator should then respond to any comments in as an informative way as possible so that as many of the participants concerns are addressed as possible.  If a high proportion of the users wish to decline participation in the project, the investigator should withdraw at this stage.  If the majority of the users wish to participate, the research can then begin.  Any users who are unhappy with the research can opt-out by simply not visiting the site whilst the research is being conducted.

For web forum investigations where the investigator wishes to interact with the forum users, the consent process is the same but informs the forum users that they may be asked to interact with the investigator, and the means by which they will be contacted.  Consent in this case should ideally be obtained by completion of a written or an electronic consent form where possible.

1.4 Research involving children
Regardless of the methods used, if you are working with under 18’s, parental consent must be obtained in addition to the child’s assent to participate.  It is good practice to obtain parental consent in paper format (e.g via surface mail or fax) and this would always be preferred wherever possible.  If an investigator wishes to use a different method of obtaining parental consent, this would have to be carefully considered by the Committee.

2. Anonymity

The anonymity of the participants should be maintained wherever possible.  This may be difficult in cases where the study involves a small group of participants, and the investigator wishes to quote the participants.  In these cases, disguising the information the participant provides may be a useful device.  If an investigator wishes to use disguise in any way, the Committee should be informed.

3. Covert Research and Deception

An investigator may wish to use covert research methods for their study, e.g. observing interactions on forums without participating, and without stating their intentions to the forum.  This form of research would be considered by the Committee in the same way as any research that involves deception: the level of deception would be considered, as well as factors such as the trust of the participants, consent and how and when the participants would be informed of the deception.

4. Data Protection and Third Party Privacy Policies

As all studies originate in the UK, the investigators must ensure that the study complies with the Data Protection Act (see guidance notes Data Collection and Storage).
In addition, when using a third party program (such as Facebook, Skype etc), investigators should ensure that the participants are aware that they may need to download the program.  In doing so, the participant will accept the terms and conditions of the program, which may include allowing use of any data provided by the program owners.  The investigators should make it clear that they will be unable to prevent the program owners from using the data, and that the participants should consider the privacy policy of the program before downloading it and consenting to participate in the research.

5. Conclusion

A number of issues linked to the use of electronic research methods are the same offline as they are online.  Providing full participant information, obtaining informed consent, the use of deception etc. need to be considered regardless of whether the research is being conducted in the online or offline world.  Specifically, however, extra ethical consideration needs to be taken when applying electronic research methods as they can have their own difficulties.  Investigators should note that in order to assist the Committee in considering these methods, they should provide as much information on their study as possible.


6. Further Information

This is not intended to be an exhaustive list of considerations in relation to the adoption of electronic research methods.  However, it is hoped that these guidelines will encourage researchers to adopt best practice and familiarise themselves with the relevant legislation.

	The following website may also be of interest: 


Association of Internet Researchers

7. References

1. Ess C and the AoIR ethics working committee.  Ethical decision-making and Internet research: recommendations from the aoir ethics working committee.  Approved by AoIR, November 27, 2002.  Available online: www.aoir.org/reports/ethics.pdf 

2. Haigh C, Jones N.  Techno-research and cyber-ethics: challenges for ethics committees.  Research Ethics Review 2007; 3 (3); 80-83






	


